Restic on windows

Restic Backup = #NOTE

BAT based

For a scripted, convenient version using simple .bat scripts, have a look at: https://gitlab.fhi.mpg.de/beinlich/restic-
windows-bats/-/tree/main?ref_type=heads .

Manual

Installation
see https://restic.readthedocs.io/en/latest/020_installation.html .

get the restic zip archive for windows . ..windows_amd64.zip from https://github.com/restic/restic/releases .
extract the zip

rename contained binary to restic.exe

put the binary into %SystemRoot%\System32 (so it is in the WINDOWS PATH, requires admin rights) or to an arbitrary
location, e.g. \PATH\TO\RESTIC\FOLDER\restic.exe (running then always requires full path to the binary)

Manual backup from powershell / cmd

Set variables

always required

SET AWS_ACCESS_KEY_ID=IeGXXXXXXXXXXXXXXXXXXe
SET AWS_SECRET_ACCESS_KEY=ETXXXXXXXXXXXXXXXXXXXt

Initialize Backup

Required once

Initialize a new restic backup (here a bucket on the fhi m3 S3 storage):
set \PATH\TO\RESTIC\FOLDER to the path where the Restic binary resides
set BUCKETNAME to your bucket's name
choose a name for your Backup BACKUPNAME .

C:\Users\beinlichlocal>C:\PATH\TO\RESTIC\FOLDER\restic.exe -r
s3:https://m3.fhi.mpg.de/BUCKETNAME/BACKUPNAME init

enter password for new repository:

enter password again:

Be sure to remember the password

Run Backup

run Backup, e.g. of a folder R:\Test (enter the password when asked): (If backing up a network share, remove the --
one-file-system and --use-fs-snapshot flags):

C:\Users\beinlichlocal>C:\Local\local\OwnPrograms\Restic\restic.exe -1
s3:https://m3.fhi.mpg.de/BUCKETNAME/BACKUPNAME --verbose backup --one-file-system --use-fs-snapshot
R:\Test

open repository

enter password for repository:

repository d812b5db opened (version 2, compression level auto)


https://gitlab.fhi.mpg.de/beinlich/restic-windows-bats/-/tree/main?ref_type=heads
https://gitlab.fhi.mpg.de/beinlich/restic-windows-bats/-/tree/main?ref_type=heads
https://restic.readthedocs.io/en/latest/020_installation.html
https://github.com/restic/restic/releases

created new cache in C:\Users\beinlichlocal\AppData\Local\restic
Device IDs are not supported on Windows
github.com/restic/restic/internal/fs.DevicelID
/restic/internal/fs/deviceid_windows.go:15
main.NewDeviceMap
/restic/cmd/restic/exclude.go:227
main.rejectByDevice

/restic/cmd/restic/exclude.go:276
List Snapshots

C:\Users\beinlichlocal>C:\Local\local\OwnPrograms\Restic\restic.exe -r
s3:https://m3.fhi.mpg.de/BUCKETNAME/BACKUP/BACKUPNAME snapshots
enter password for repository:

repository d812b5db opened (version 2, compression level auto)

ID Time Host Tags Paths Size
3e7c053c 2024-11-01 16:44:31 beinlich7040 R:\Test" 0 B
f7a09c9a 2024-11-01 16:45:05 beinlich7040 R:\Test" © B
519eb1f4 2024-11-01 16:48:16 beinlich7040 R:\Test 173 B

3 snapshots

Forget old snapshots

«+ you can tell restic to only keep a certain array of snapshots (X daily, Y weekly, Z monthly, ... snapshots):
» Mark as forgettable:

C:\Users\beinlichlocal>C:\Local\local\OwnPrograms\Restic\restic.exe -r
s3:https://m3.fhi.mpg.de/BUCKETNAME/BACKUPNAME --keep-last 3 --keep-daily 7 --keep-weekly 4 --keep-
monthly 6 forget

» Remove forgettable:

C:\Users\beinlichlocal>C:\Local\local\OwnPrograms\Restic\restic.exe -r
s3:https://m3.fhi.mpg.de/BUCKETNAME/BACKUPNAME prune

Look into snapshots

+ e.g.listthefilesin the latest snapshot in directory R:\Test (use unix paths as below):

C:\Users\beinlichlocal>C:\Local\local\OwnPrograms\Restic\restic.exe -r
s3:https://m3.fhi.mpg.de/BUCKETNAME/BACKUPNAME 1s latest /R/Test/folderxy
enter password for repository:

repository d812b5db opened (version 2, compression level auto)

[0:00] 100.00% 3 / 3 index files loaded

snapshot cb6c7e62 of [R:\Test] at 2024-11-01 17:14:47.4487564 +0100 CET by
BEINLICH7040\beinlichlocal@beinlich704@ filtered by [/R/Test/folderxy]:
/R/Test/folderxy

/R/Test/folderxy/testdirl

/R/Test/folderxy/testfilel

/R/Test/folderxy/testfile2

/R/Test/folderxy/testfile3

/R/Test/folderxy/testfile4d



Restore

» restore snapshotto C:\Restored

C:\Users\beinlichlocal>C:\Local\local\OwnPrograms\Restic\restic.exe -r
s3:https://m3.fhi.mpg.de/BUCKETNAME/BACKUPNAME restore latest --target C:\Restored
enter password for repository:

repository d812b5db opened (version 2, compression level auto)

[0:00] 100.00% 3 / 3 index files loaded

restoring snapshot cb6c7e62 of [R:\Test] at 2024-11-01 17:14:47.4487564 +0100 CET by
BEINLICH7040\beinlichlocal@beinlich704@ to C:\Restored

Summary: Restored 15 files/dirs (252.063 MiB) in 0:03

= you might have to set the right permissions on the folder afterwards (requires admin permissions).



