
Restic on Linux and Unix
Restic Backup #NOTE

Installation
see RESTIC Installation

Linux (Debian / Ubuntu)

Mac OS

Initialization
see RESTIC Initialization

Create a snapshot

List snapshots

List backed up files

Restore Backups

Clean up old Backups

Run sudo apt install restic

Use homebrew: brew install restic

Create an alias or add this line to your ~/.bashrc  or ~/.bash_aliases  (Linux), or ~/.zshrc  (Mac). Adjust the keys,
bucket and backup name:

alias restic-fhi='sudo env AWS_ACCESS_KEY_ID=<YOUR S3 BUCKET ACCESS KEY> AWS_SECRET_ACCESS_KEY=<YOUR 
S3 BUCKET SECRET KEY> restic -r s3:https://m3.fhi.mpg.de/<YOUR S3 BUCKET NAME>/<CHOOSE A BACKUP NAME>'

remember to source your ~/.bashrc  or ~/.bash_aliases  after modifying it.

run restic-fhi init  and set a suitable password (remember it, it can not be restored).

Run restic-fhi backup --one-file-system /path/to/folder/to/backup  and enter your password.

Run restic-fhi snapshots

All files: restic-fhi ls latest
Single files/folders: restic-fhi ls latest:/path/to/folder/to/show
Instead of the latest  snapshot you can also use any other snapshot (replace latest with the id of the
sanpshot )

Mount all backups as a filesystem to explore: restic-fhi mount /wher/to/mount/to  .

Full restore of a backup: restic-fhi restore latest --target=/path/to/restore/to
Single folder / file restore: restic-fhi restore latest:/path/to/folder/to/be/restored --
target=/path/to/restore/to

# Forget old backups, keep only the last 3 hourly, 7 daily, ...:
restic-fhi --keep-last 3 --keep-daily 7 --keep-weekly 4 --keep-monthly 6 forget

https://restic.readthedocs.io/en/latest/020_installation.html
https://restic.readthedocs.io/en/latest/030_preparing_a_new_repo.html


Scheduled backups (Linux)
e.g. via cron  (Linux)

# Delete forgotten backups:
restic-fhi prune

install cron: sudo apt install cron
modify cron: sudo crontab -e : Add the following and modify keys, bucket and backup name:

#restic snapshot every 6h (adjust /6 to the interval)
0 */6 * * * /usr/bin/env AWS_ACCESS_KEY_ID=<YOUR S3 BUCKET ACCESS KEY> AWS_SECRET_ACCESS_KEY=<YOUR S3 
BUCKET SECRET KEY> /usr/bin/restic s3:https://m3.fhi.mpg.de/<YOUR S3 BUCKET NAME>/<CHOOSE A BACKUP 
NAME> backup --one-file-system /path/to/folder/to/backup
# Forget old every day at 1:15 am
15 1 * * * /usr/bin/env AWS_ACCESS_KEY_ID=<YOUR S3 BUCKET ACCESS KEY> AWS_SECRET_ACCESS_KEY=<YOUR S3 
BUCKET SECRET KEY> /usr/bin/restic s3:https://m3.fhi.mpg.de/<YOUR S3 BUCKET NAME>/<CHOOSE A BACKUP 
NAME> --keep-last 3 --keep-daily 7 --keep-weekly 4 --keep-monthly 6 forget
# Delete forgotten:
45 1 * * * /usr/bin/env AWS_ACCESS_KEY_ID=<YOUR S3 BUCKET ACCESS KEY> AWS_SECRET_ACCESS_KEY=<YOUR S3 
BUCKET SECRET KEY> /usr/bin/restic s3:https://m3.fhi.mpg.de/<YOUR S3 BUCKET NAME>/<CHOOSE A BACKUP 
NAME> prune


